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Service and Support by HKCERT
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* Collect and Analyse Attack * 24-hours Free Incident Report Hotline * Offer Best Practice
Patterns (8105-6060) Guideline

* Provide Early Information * QOrganise Free Seminars and Briefings *  Provide Or
Security Alerts

* Collaborate with Local Industry,

overnment Agen
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I I What is Web 3.0?




A Key Differences in Web
HKCERT
Evolution of the web from 1.0 to 3.0

{v;;?% Web 2.0 6;;\3.—%

1900s—-2000 2000s—-2020s 2020s-?
Static read-only Information-centric User-centric,
web pages and interactive decentralized, private,
and secure
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Example of Apps Leveraging Web 3.0 Te
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Emergence of apps based on blockchain

Web 3.0 apps

Web 2.0 apps : (powered by blockchain)

Browser @ @ brave
Storage 9 ‘ :‘%C ‘IPFS
Video and audio calls @ »e
Operating system lﬁl IOS @ -
Social network n y :stm.t (9%;)
Messaging g a status

remoreio 1[I

Source: Convergence Catalyst Research




J G echnology Landscape in We
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Decentralized
Applications

Presentation
Layer

Blockchain
Interaction

Layer ”9.“ 2 wo;. 2 g '___‘N% ® @ @
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Source: www.alchemy.com nets btlons
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EXPECTATIONS

Web3
Oracles -

Zero-Knowledge Proofs
Enhanced Blockchain as a Service

CeDeFi/CeDeX
Decentralized Autonomous
Organization

Authenticated Provenance

Metaverse ‘

Layer 2

— Decentralized Exchanges

— Deacentralized ldentity

Blockchain and loT

Stablecains

Tokenization

Blockchain Interoperability

DeFi
Secure Multiparty
Computation

Smart Contracts,

Blockchain |
Platforms

Consensus Mechanisms

yptocurrencies

Decentralized Applications

Blockchain Wallets

As of July 2022

Plateau will be reached: ) <2 yrs.

Innovation
Trigger

O 2-5yrs.

Peak of Inflated
Expectations

® 5-10yrs. A >10yrs.

Trough of
Disillusionment

TIME

® Obsolete before plateau

Slope of
Enlightenment

Plateau of

Productivity



TN " The Basic Concept of Bloc
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Embedding distributed ledger technology * Blockc
A distributed ledger is a network that records ownership through a shared registry DiS tri bu ,

* Not centra
architecture

* Validity of
is verified
Censore

noC




<Y Example of Blockchain Use Case
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NO MORE FAKESI!!

BRAND
MANUFACTURER

¢ BLOCKCHAIN
V oo
. oM
$ E | &= > | S
BLOCKCHAIN ) BRAND OWNER
PURCHASE APP 2. PRODUCT REGISTRATION
CUSTOMER (QR AND PRODUCT ARE =
NOW OWNED AND
(JOHN SMITH) CANNOT BY REUSED) *

4T ot

N
e N
CERTIFICATE OF
AUTHENTICITY
OWNER

BLOCKCHAIN

~ 11

§cthereun OC aternity SRSK 4 etereun classc & R




Top Blockchain Platforms

. T .

Comparison of top 10 blockchain platforms
(Last updated: Sep 2022)
TVL TPS Protocols Consensus Languages

Fihereum (ETH) $30.23b PoS Solidity

2012

;':?“ (TRON) $532b DPoS Solidity

Binance Smart Chain (BNB) $5.22b POSA GO, Java, Javascript, C++,

2017 ’ C#, Python, Swift

fglygon (MATIC) $1.29b PoS Solidity

0}

ﬁ;a'a“Che (AVAX) $1.6b PoS Solidity

Zscf:'a“a (SoL) $1.28b PoS & PoH Rust, C, C++

ESS (EOS) $110.27m DPoS C++

2018

NEO (NEO) - Ci#, JavaScript, Kotlin,

2014 e n S Python, Java, and GO

Stellar (XLM) C++, Go, Java, JavaScript,

2018 LAV B 2 Python, Ruby

illgw (FLOW) $3.68m n PoS Cadence

Source: https://ekoios.vn/top-10-blockchain-platforms-of-2020-and-their-applications



6}@ The Basic Concept of Smart Contract

* Smart Contract S
software progre
stored on a
blockchain
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Pre-defined |SEFSS—. Events S| Execute & | SEPS.
contract Value transfer

l IJ

 Auto triggered wh

predetermined

' Terms of the policy » Event triggers - The smart contract » Payout / other one A
are agreed by all insurance policy policy is automatically settlement completed con d iti on are me
counterparties execution executed based on the instantly and efficiently
- s pre-agreed terms

' These are har : 1~ I
coded into the smart * BaSIC lOgIC 1S
contract and cannot ¢ if t h A
be chan-ged without R

all parties knowing statemr
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Machine Analogy

A vending machine takes in acceptable coins and

allows certain tasks to be selected by its users. It P
then executes the program it is tasked with, which

is to give the corresponding and any necessary

change °

Smart Contract in Real Life Example

1 contract VendingMachine {

/{ Declare state variables of the contract
address
mapping (address => uint)

ouwner;
cupcakeBalances;

{/ When 'VendingMachine' contract is deployed:
1. set the deploying address as the owner of the contract
2. set the deployed smart contract's cupcake balance to 168

() {
owner = msg.sender;
| cupcakeBalances[address(this)] = 188; |

/f Allow the owner to increase the smart contract's cupcake balance
{unctiarlﬁe‘iil(Jin: awouw:}l {
require(msg.sender == owner, "Only the owner can refill.");
cupcakeBalances[address(this)] += amount;

/f Allow anyone to purchase cupcakes

function] purchase(uint amount)] !
equire(msg.value >= amount * 1 ether, "You must pay at least 1 ETH per cupcake™)
require(cupcakeBalances[address(this)}] »= amount, "Not enough cupcakes in stock
cupcakeBalances[address{this)] -= amount;

cupcakeBalances[msg.sender] += amount;

B

Predefined logic on how the application manipulates the

transaction into blockchain

Source: https://twitter.com/ETHKL1/status/1384504003434668036/photo/1

https://ethereum.org/en/developers/docs/smart-contracts/
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Web 1.0

Welcome

Log in to continue.

Forgot your Password?

LOGIN

Don't have an account? Sign up

Web 2.0

Welcome

Log in to continue.

e
| Sign in with Google
| Sign in with Facebook

| Sign in with Twitter

LOGIN

Don't have an account? Sign up

ser Identity in Web

Web 3.0

Welcome

Log in to continue.

Connect wallet

o_ LOGIN

o

't have

a wallet? Create one

* Crypto
only key
your ident
claim what
in Web 3.0

* Crypto wa
private |
storec



@7@ Example of Digital Asset in Web 3.0
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Ebg] Quick Summary on Web 3.0
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e Built on blockchain technology

* Decentralized rather than centralized authorities.

 Smart Contract is a software program triggered
automatically when it meets certain condition in the
blockchain

* Users authenticate by crypto wallet

* Ownership of digital asset can be stored and verified in

blockchain
(e.g. Cryptocurrency, NFT, digital asset in Metaverse, etc.)
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Statistics on Crypto Hacks

1
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Total value stolen in crypto hacks and number of hacks, 2016 - 2022

B Total value hacked == Total number of hacks

$4.0 B 300

$3.0B
200

$2.0B

100

Number of hacks

$1.08B

Cryptocurrency value stolen

$0.0 B

2017 2022

2020

2018

© Chainalysis
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Attacks on Crypto Wallet: Fake or Fraudulent Apps

FBI Warns Fake
Cryptocurrency Apps Are
Defrauding Investors

The fake mobile apps have duped investors out of an estimated
$42.7 million, says the FBI.

a Alexandra Garrett
fa o
piig July 18, 2022 S:06 am. PT

The FBI warns investors of fake crypto investing mobile apps

Miguel Candela/SOPA Images/LightRocket via Getty Images

Cybercriminals are creating fake cryptocurrency apps
in an effort to defraud investors, according to a
Monday warning from the FBI. The bureau's cyber
division identified 244 victims that have been
swindled by fraudulent apps, accounting for an
estimated loss of $42.7 million.
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HKCE Coinbase Wallet 'Red Pill' flaw
allowed attacks to evade detection

By Bill Toulas

March 21, 2023 10:45 AM 0
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Coinbase wallet and other decentralized crypto apps
(dapps) were found to be vulnerable to "red pill attacks," a
method that can be used to hide malicious smart contract
behavior from security features.

‘Ebg Attacks on Crypto Wallet: Vulnerability in Wallet Apps

“...vulnerable to a new attack that allows smart contracts to
hide malicious behavior during transaction simulations. ”

“...This attack is conducted by filling variables in a smart
contract with "safe" data during simulations and then
swapping it with "malicious" data during a live
transaction.”

Source: https://www.bleepingcomputer.com/news/security/coinbase-wallet-red-pill-flaw-allowed-attacks-to-evade-detection/
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MetaMask Issues Warning Following $650K iCloud Phishing
Scam

The DeFi wallet is advising users to disable iCloud backups to prevent future
scams

BY SEBASTIAN SINCLAIR / APRIL 19,2022 05:10 AM

Source: Shutterstock

Atacks on Crypto Wallet: Phising Ati

“The DeFi wallet provider said Sunday users who
have iCloud enabled for iPhone application data
were susceptible to hackers because the backups
include their password-encrypted MetaMask
vault.”

“If your password isn’t strong enough and
someone phishes your iCloud credentials, this
can mean stolen funds,” MetaMask tweeted.
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Source:

Other Forms of Attacks on Crypto Wallet

METAMASK inform you that your
wallet will be suspended please
proceed to the verification:
https://metamask-verified.io/

Step 1: Confirm
Recovery Phrase
To confirm your identity you will

be obligated to restore your
passphrase.

Fill each word in the
order it was presented
to you.

2
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Attacks Utilising A.l.

recDT™
H Immaculate Al images of Pope Francis trick MOTHERBOARD
the masses TECHBYVICE

Faux “puffy pontiff” Al image fools many in viral social media post.

ENJ EDWARDS - 3/28/2023, 5:41 AM

How | Broke Into a Bank
Account With an Al-
Generated Voice

Banks in the U.5. and Europe tout voice ID as a secure way to log
into your account. | proved it's possible to trick such systems

with free or cheap Al-generated voices.

Enlarge / An Al-generated photo of Pope Francis wearing a puffy white coat that went viral on social media

Over the weekend, an Al-generated image of Pope Francis wearing a puffy white coat went viral on

Twitter, and apparently eople believed it was a real image. Since then, the puffy pontiff has
spired commentary on the deceptive nature of Al-generated images, which are now nearly

photorealistic.

Source: https://www.vice.com/en/article/dy7axa/how-i-broke-into-a-bank-account-with-an-ai-generated-voice
https://www.darkreading.com/threat-intelligence/chatgpt-could-create-polymorphic-malware-researchers-warn

https://arstechnica.com/information-technology/2023/03/the-power-of-ai-compels-you-to-believe-this-fake-image-of-pope-in-a-puffy-coat/

ChatGPT Could Create
Polymorphic Malware Wave,
Researchers Warn

The powerful Al bot can produce malware without malicious code,

making it tough to mitigate.

Dark Reading Staff

Dark Reading January 19, 2023

The newly released ChatGPT artificial intelligence bot from
OpenAl could be used to usher in a new dangerous wave of
polymorphic malware, security researchers warn.




‘Ebg Attacks Utilising A.l.
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Al start-up behind Tom Cruise
deepfakes raises £7.5m to
build out hyperreal
metaverse experiences

@ Barney Cotton

I v

No, Tom Cruise isn't on TikTok. It's
a deepfake

Fly =©

A series of deepfake videos of Tom Cruise is confusing millions of TikTok users. See the

convincing videos and learn how this technology could be used to spread misinformation.

Source: https://edition.cnn.com/videos/business/2021/03/02/tom-cruise-tiktok-deepfake-orig.cnn-business
https://www.businessleader.co.uk/ai-start-up-behind-tom-cruise-deepfakes-raises-7-5m-to-build-out-hyperreal-metaverse-experiences/
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ALL PERFORMANCES!

Source: https://www.youtube.com/watch?v=_pwpdc6oqaE

Attacks Utilising A.Ll.

Public Service Announcement

FEDERAL BUREAU OF INVESTIGATION

June 28, 2022

Alert Number
I-062822-PSA

Questions regarding this
PSA should be directed to
your local FBI Field Office.

Local Field Office Locations:
www.fbi.gov/contact-us/field-
offices

Deepfakes and Stolen PII Utilized to Apply for
Remote Work Positions

The FBI Internet Crime Complaint Center (IC3) warns of an increase in
complaints reporting the use of deepfakes and stolen Personally Identifiable
Information (PII) to apply for a variety of remote work and work-at-home
positions. Deepfakes include a video, an image, or recording convincingly
altered and manipulated to misrepresent someone as doing or saying
something that was not actually done or said.

The remote work or work-from-home positions identified in these reports
include information technology and computer programming, database, and
software related job functions. Notably, some reported positions include
access to customer PII, financial data, corporate IT databases and/or
proprietary information.

Complaints report the use of voice spoofing, or potentially voice deepfakes,
during online interviews of the potential applicants. In these interviews, the
actions and lip movement of the person seen interviewed on-camera do not
completely coordinate with the audio of the person speaking. At times,
actions such as cocughing, sneezing, or other auditory actions are not aligned
with what is presented visually.

IC3 complaints also depict the use of stolen PII to apply for these remote
positions. Victims have reported the use of their identities and pre-
employment background checks discovered PII given by some of the
applicants belonged to another individual.

REPORT IT

Companies or victims who identify this type of activity should report it to the
IC3, www.ic3.gov.

If available, include any subject information such as IP or email addresses,
phone numbers, or names providad.

https://www.bleepingcomputer.com/news/security/fbi-stolen-pii-and-deepfakes-used-to-apply-for-remote-tech-jobs/




Exploiting Vulnerabilities in Blockchain Bridge
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Bridge exploits account for ~b50% of all exploited funds in DeFi,
totaling ~$2.5B in lost assets

Funds lost in exploits per protocol type since September 2020

ericoe | 2. 7OM
Lending | 5 5\ I
pEX I 362\

Cex I $360M 5 out of the 6 largest DeFi exploits are on cross-chain

Yield Aggregator |G $331M bridges, including:
« Ronin Network: $624M

Others [N $289M + Poly Network: $611M
Stablecoin |G $281M - BNB Bridge: $586M

camori IS 55M  Nermad 5. 31600
Synthetic Assets [l $92M
Passive Investing [J$29M
Liquidity Manager [J$28M
Olympus Fork [J$22M
Index Fund |$18M
Insurance |$9M
Wallet |$5M

Source: https://tokenterminal.com/weekly-fundamentals/48
https://tokenterminal.com/crypto-research/defi-exploits-trends-and-patterns




HKCERT  Crypto Hack; $570 million stolen
from Binance Bridge

@7 0CTOBER 22

Hackers have reportedly stolen $570 million worth of
cryptocurrency from the Binance Bridge, issued by a

popular crypto exchange.

The attack appears to have started at 2:30 pm EST today,
with hackers receiving two transactions, each consisting o

1,000,000 BNB.

What are BSC and BNB?

Binance Smart Chain, or BSC, is a cryptocurrency platform

for running decentralized apps. Binance Coin, or BNB, is

the cryptocurrency issued by Binance.

(Ebg] Exploiting Vulnerabilities in Blockchain Bridge: Binance

“According to samczsun’s analysis, the attacker
leveraged a bug in the BSC Token Hub to forge
arbitrary, allowing them to mint (create) BNB
coins out of thin air.”

“An exploit on a cross-chain bridge, BSC Token
Hub, resulted in extra BNB. We have asked all
validators to suspend BSC temporarily. The issue
is contained now. Your funds are safe. We
apologize for the inconvenience and will provide
further updates accordingly”

Source: https://securereading.com/crypto-hack-570-million-stolen-from-binance-bridge/



ng] Exploiting Vulnerabilities in Blockchain Bridge: Nomad

HKCERT Another crypto bridge attack: Nomad
loses $190 million in ‘chaotic’ hack

oot “...However, the transactions to the bridge only
called the process() within Replica.sol without
proving validity.”

“In an upgrade to the protocol, Nomad decided
to initialize the value of trusted roots to 0x00.
While this is common practice, it also matches
the value for an untrusted root, so all messages
are automatically viewed as proven.”

How common are Ponzi schemes in crypto? Crypto billionaire Sam Bankman-Fried
weighs in

“This exploit demonstrates the importance of
performing a comprehensive security audit on
New York (CNN Business) — Heists continue to plague the smart contract code before deployment.”

crypto world, with news of large sums stolen from digital
currency firms seemingly every month. But while crypto
exchanges were once the main point of attack, hackers
now appear to have a new target: blockchain bridges.

Source: https://securereading.com/crypto-hack-570-million-stolen-from-binance-bridge/
https://www.halborn.com/blog/post/explained-the-nomad-hack-august-2022
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Security Risks of Crypto Wallet

Cryptocurrency

“Hot wallet”
* Requires an internet connection
* Vulnerable to cyber attacks or data breach

“Cold wallet”
* Does NOT require an internet connection

* At risk of physical loss or damage, storage
device malfunction



https://www.hkcert.org/blog/nft-boom-how-to-protect-your-nft-assets

———

Crypto Wallet - Custodial vs Non-custodia

fe

You do not own your private
keys

Control is undertaken by third-
party service provider

* You own your private keys
* You have total control over your
digital assets

User control

* More accessible to beginners as
Accessibility part of a service provided by
cryptocurrency exchanges

» Less accessible to beginners who
need to store private keys securely

* Secure from cyber threats with no
» Vulnerable to hackers due to its Internet connection, but users
connectivity to the Internet must ensure storage of private
keys and recovery phrases

Cybersecurity

Wallet fees for holding Depends on provider * No

Wallet fees for

withdrawing Depends on provider * No

» User-friendly with interactive Ul « Requires technical knowledge and

Ease of use and support expertise with limited support




Security Advice on Crypto Wallet

*= « Wallet Apps
i omtikseboBre st « Back up your wallet and set a password for protection
o * Never disclose the recovery phrase to others

* Enable Multi-factor Authentication

* Enable asset transfer whitelist

* Verify carefully the content before signing or authorising all
transections

 Keep software up-to-date

e Use of Cold Wallet for maximum security

e Platform Managed Wallet Account
 Enable Multi-factor Authentication
* Enable asset transfer whitelist
 Beware of phishing attack

https://www.hkcert.org/blog/nft-boom-how-to-protect-your-nft-assets



Security Advice on Social Engineering Attacks Utilising A.l.

 Adopt a Zero-Trust Concept — Verify Everything

* Verify the sender’s identity and the information by another channel
(e.g. Official website announcement, customer service hotline)

* Do not open unknown files, web links and emails

* Use the “Scameter” of Cyberdefender.hk to identify frauds and online
pitfalls through email, URL or IP address, etc.

* Think twice before providing personal or sensitive information

* Be cautions of social engineering tactics (e.g. appeal to urgency,
threatening, authority, etc.)

https://cyberdefender.hk/en-us/scameter/



Security Advice on Smart Contracts

Please sign them. Smart contracts?

Review before signing a smart contract

Use the official smart contracts on the trading platform or
marketplace for transactions

After the transaction, verify the correctness of the
crypto asset immediately

Refer to the industry best practice guidelines to avoid
common attack methods, such as reentrancy, denial of
service attacks

Conduct security assessment or auditing against smart
contracts to examine the code for security issues.

https://www.hkcert.org/blog/please-sign-them-smart-contracts



Ebg Decentralisation vs Regulation

HKCERT
[irtualfAsset “Ownership” of Lands Payment

e Virtual assets should be e Smart contract templates e By agreeing to complete
regarded as “objects” that provided by the transaction the transaction of bitcoins,
can be “stolen”? platform is very simple the parties involved

e Or access to computer with form, merely contain automatically accept the
criminal or dishonest intent monetary obligations and terms and conditions
under criminal law? term limitations. provided by such platform

e Cross-border issues may e Necessary to improve the e Possible to have a universal
arise? legal protection to the law to regulate all payment

e Will the transfers of NFTs owners of the land in the disputes in this virtual
constitute taxable metaverse world?
transactions? e If doing so, does it simply

frustrate the decentralised
concept of blockchain
technologies?

Reference: The Law Society of Hong Kong - https://www.hk-lawyer.org/content/touching-virtual-realm-%E2%80%93-who-king-metaverse



Key Takeaway

Web 3.0 and blockchain enables user to have total
control over their ownership of digital assets across
platforms

Hacker tries various attack tactics to gain access to your
crypto wallet and steal your digital assets

More Web 3.0 use cases and Apps are emerging

Adopt Zero-Trust Concept and verify everything to
minimise security risks
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